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INSTASAFE was contracteddsmoLimitedto conduct a penetration tes
in order to determine its exposure to a targeted attack. All activities v
conducted in a manner that simulated a malicious actor engaged
targeted attack againstdemobile app with the goals of discoverin
application vinerabilities

Executive Summary

APPLICATIONEALTH

HIGH MEDIUM LOW
1 6 2
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Introduction

Objective

The objective of this assessment was
of the appygrent box fiHprecorspekt bve. Thi s

det er mihrei lmgopl i cation’s ability to res
Il denti fying vulnerable areas i1 n the I
be exploited by a malicious wuser.

Scope

The scope of this engagement was | i mi

spécdDetodi |l e android application

Methodology

Assessment Type

Automated testingchecked for false positive, thantensive manual testing
using owasp top10 mobile app testing methodology.

wAail !'aasSaayvySyid aSiKzR2f 238

The severi teyacds sviugmeed atbo I ity was cal c
80D63 standard. The vulnerabilities ir
hi erarchi cal | evel s, A, B, and C. The
class and is the broacesabi descesptsipenr
that | evel. The B l-evassiandeédetrempgt § ¢
down the scope of the vulnerability <c
vul nerabilities. The C |l eveltshavcefi e
been identified. The purpose of t his
finding the type of vulnerability the\

©) InstaSafe
‘-» Z" " Cloud. Secure. Instant.




@ Instadafe

#" Cloud. Secure. Instant.
ndrol ulnerabptlities, eve
Type Description Negative Consequence
Incorrect Permissions Permissions allow accessing An app with too many permissions
controlled functionality such as the may perform unintended functions
camera or GPS and are requested outside the scope

in the program. Permissions can be
implicitly granted to an app without
the userod6s consen

intended functionality. Additionally,
the permissions are vulnerable to
hijacking by another app. If too few
permissions are granted, the app
will not be able to perform the
functions required.

Exposed Communications

Internal communications protocols
are the means by which an app
passes messages internally within
the device, either to itself or to other
apps. External communications
allow information to leave the
device.

Exposed internal communications
allow apps to gather unintended
information and inject new
information. Exposed external
communication (data network, Wi-
Fi, Bluetooth, NFC, etc.) leave
information open to disclosure or
man-in-the-middle attacks.

Potentially Dangerous Functionality

Controlled functionality that
accesses system-critical resources
or the userds per
This functionality can be invoked
through API calls or hard coded into
an app.

Unintended functions could be
performed outside the scope of the
appds functional

App Collusion Two or more apps passing Collusion can allow apps to obtain
information to each other in order to | data that was unintended such as a
increase the capabilities of one or gaming app obtaining access to the
both apps beyond their declared userds contact |
scope.

Obfuscation Functionality or control flows that 1. External libraries can contain

are hidden or obscured from the
user. For the purposes of this
appendix, obfuscation was defined
as three criteria: external library
calls, reflection, and native code
usage.

unexpected and/or malicious
functionality.

2. Reflective calls can obscure the
control flow of an app and/or
subvert permissions within an app.
3. Native code (code written in
languages other than Java in
Android) can perform unexpected
and/or malicious functionality.

Excessive Power Consumption

Excessive functions or unintended
apps running on a device which
intentionally or unintentionally drain
the battery.

Shortened battery life could affect
the ability to perform mission-critical
functions.

Traditional Software Vulnerabilities

All vulnerabilities associated with
traditional Java code including:
Authentication and Access Control,
Buffer Handling, Control Flow
Management, Encryption and
Randomness, Error Handling, File
Handling, Information Leaks,
Initialization and Shutdown,
Injection, Malicious Logic, Number
Handling, and Pointer and
Reference Handling.

Common consequences include
unexpected outputs, resource
exhaustion, denial of service, etc.
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Over Granting in Code

B1 |Over Granting
C2 |Over Granting in API

C3 |Under Granting in Code

B2 |Under Granting
C4 |Under Granting in API

Permission of the .
Al Developer Created C5 |Developer Created in Code

Behavior Error B3
Permissions C6 |Developer Created in API

C7 |Granted through API

B4 |Implicit Permission C8 |Granted through Other Permissions

C9 Granted through Grandfathering

C10 |Bluetooth

C11 |GPS

B5
External Communications C12 |Network/Data Communications

C13 |INFC Access

C14 |The purpose of unprotected

A2 Exposed

L C15 |Unprotected Activity
Communications

C16 |Unprotected Services

B6
Internal Communications C17 |Unprotected Content Providers

C18 |Unprotected Broadcast Receivers

C19 |Debug Flag

C20 [Memory Access

B7 |Direct Addressing
A3 |Potentially Dangerous C21 |Internet Access

Functionality B8 |Potentially Dangerous APl |C22 |Cost Sensitive APIs

©) InstaSafe
xh__ / Cloud. Secure. Instant.

)
3




A4

A5

A6

A\

@) InstaSafe

" (Cloud. Secure. Instant.

C23 |Personal Information APIs
C24 |Device Management APIs
C25 |Altering File Privileges
B9 |Privilege Escalation
C26 |Accessing Super User/Root
C27 |Unprotected Content Providers
Permission Protected Content
B10 ' C28 .
Content Provider/Intents Providers
C29 |Pending Intents
Broadcast Receiver for Critical
B11l _ C30
Application Collusion Broadcast Receiver Messages
a1 Creation/Changes/Deletion to File
Data Resources
B12 _ _
Creation/Changes/Deletion cqp |CTERtION/Changes/Deletion to
Database Resources
B13 |Number of Services C33 |Excessive Checks for Service State
C34 |Use of Potentially Dangerous Libraries
B14 |Library Calls s Potentially Malicious Libraries
Packaged but Not Used
Obfuscation _ _
B15 |Native Code Detection C36
B16 |Reflection C37
B17 |Packed Code C38
Excessive Power B18 |CPU Usage C39
Consumption B19 |I/O C40
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Summary of Vulnerabilities Found

&ET AET C 3A0AC
Mpin Leakage Via Log AlBIC3

Application is vulnerable to PIN authentice A1B1C2
bypass vulnerability

Application has set insecure Permission A1B4C8
Weak Encoding Technique used in the appl A5B17C34

Attacker can ha_ve full access to the mob A1B1C1
application source code

Option method Enabled A4B13C33
Default server page found on server  A4B12C31
Sensitive Activity Exported A2B6C16

Application displays web server bannerin re A5B16C36
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Vulnerability Details
l.Issue i Mpin Leakage Via Log
RISK —Medium

Description-when developer of the application accidently leaks the data. Well any developer
would never want to leak the data but in some scenarios he assumes that the particular data is
only accessible to the appation not to any adversaryOften Developers leave debugging
information publicly. So any application with READ_LOGS permission can access those logs and
can gain sensitive information through that

Proof Of Concept—

Steps to produce-

1. Open app
2. Run this command pidcat com.demobile
3. Enter MPIN and it will be reflected in log

RECOMENDATION - Avoid creating logs when applications crashes and if logs are sent over
the network then ensure that they are sent over an SSL channel. And Use strong encoding.

REFERENCES-

https://www.owasp.org/index.php/Mobile_Top_10_2014-M4
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2.Issue i Application is vulnerable to PIN authentication bypass
vulnerability
RISK —High
Description-An attacker can log in to the application without pin

Prood Of Concept- 1.when we give an incorrect pin

(] params | vewsors e | i ez [ e |

Te

DEVA OUR IND FHY ONL VNI COM AW

L3 3
v v
2 =] =) = I — 0 mascres [E - - = A — 0 matches

Done 78 bvtes | 188 mils

CP="CAO DSP COR CURa ADMa DEVa OUR IND PHY ONL UNI COM ¥AV INT DEM PRE®

5t:'A", "isSuccess fultitrue, "status”:true, "Wi-Authenticati
} iaccdetaile- 128376915, 00352200000037/CADOTT D, 00 L5

es3": (“wl_remoteDisableReals®: {"userld': ‘null",‘aveributes": (), "isUserhuchenticace
unESEATUS” EE AvaslableBalanes®: "NIL', nabiieNusber: "S1s "!EE:SE?J','n(-ﬂn\D-sr' g

{""customerName":"MOBILETEST
AVC","customerld":"25326315","customerstatus":"A","isSuccessful":true,"status":true,"WL-
Authentication-
Success":{"wl_remoteDisableRealm™:{"userld":"null","attributes":{},"isUserAuthenticated":1,"d
isplayName":"null","deviceld":"null"}},"accdetails":["25326315;00352200000037;CA0037;0.00
"1,"accountstatus":true,"availableBalance™:"NIL","mobileNumber":"919778825634","statusDesc"
:"success"}

3.Now you can see the loggedin screen.

RECOMENDATION - Properly check authentication request and response at both client and
server side.

References
https://www.owasp.org/index.php/Testing for Bypassing Authentication Schema %280WAS

P-AT-005%29
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3.l ssiudpplication has set insecur e
RISK —Medium

) Instadafe

)
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Description-Permission mechanism that enforces restrictions on the specific operati@isat
particular process can perform, and pgRI permissions for granting ad hoc access to specific
pieces of data. It was observed that application has set insecure permissions, which will create
security threat to an application.

POC -

1. GOOGLE_PHOTOS

Steps to produe -

1. Run commandrun app.package.infea com.Denobile (use drozer)
RECOMENDATION —
Implement or set only necessary permissions to your application.
References:

http://developer.android.com/quide/topics/security/permissions.html

4.Issue i Weak Encoding Technique used in the application.
RISK —Medium

Description-In computers, encoding is the process of putting a sequence of characters
(letters, numbers, punctuation, and certain symbols) into a specialized format for efficien
transmission or storage. Decoding is the opposite procesbe conversion of an encoded
format back into the original sequence of characters. Encoding and decoding are used in data
communications, networking, and storage. The term is especially apldita radio (wireless)
communications systems.
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Proof Of Concept-—

N e e - ]
l' , 1 | ¥ I 7
Nt V. cos o st aLgn can L) Wicsrtendemon dacs

& e b Aot gnde || Ly Cortovetbee e || ) CamactinkOTO.cme s Sace frranat cass L Dt o
» 43 JeaTyon cdem
¢ e TvpeReference com package org.codenaut. Jackion;
e
& 4 DSwRacycter s LAl Sinal flaes Baccfduacises.
0 A Breedv /i dter s .
’ ',, Oartypes.don

public static fimal Basetivariss » mew Baseddyariant ABTDET I JLINOPQRS TUMKGCY T st de figh§ Sa mmopar stuvwey s052 1456785+

= 2 public static rinal Pasetdvacd MIME_NO_LINESREDS = mow n u‘u o TTOMENC-LINEFRIECST, Integer MAX VALLE);

$ ;’:"f:"‘"’"“ public statfc fimel Basetivariont MOOIFIED_POR_UL

& _{vrancmomarey pubiic STANEC F1ma) BAICHAVATAIAL PEN = bew BAZEEAVICIML(HANE, “FEN »
r”"""‘f"'("‘"""'*”‘ stathc fimal String STO_BASTAL_ALPWABET & “ABCDAFGMT JCLMICPORSTIAMIYZ abeSefgnd [hInnopars tuvasy

¢ 44 IorPersOcosate dms
L FarPuieieanrce das stathe

o h Mty rrter das =

& hp Tev Dt cin

i 4 Teheiuey daee gt '-e— serCrarat(loc

Dt ter. . bet ( writ

e Stein
:. e
- 2 Mk AT R oo
I _’m -\umw 1R URL + new Baictdveedans ("X
-

o POy TR
Seortrcoden; das PbIhe static BauetVacians getDefauisVariomt()

012 M56780/ "

s alStelngBetver « Y2 oot Oef gh L el anopars tuvwny 101134547800/ %)

sitrimg(), false, "\00', Integer MAX_VALUL); |

5 b MorPactry s
5 S orCere stordxcephon Gen
& b dorCeneratr das
¥ [ Jorlacatoncoss
W e eochiode. S
b JnorParseCacupton. das
Lo JorParser class
v b JorfracessncE westen Gese
& b SordresnCorteat dees

foturn FINE MO LINERRRQS:

Steps to produce-

1. Follow the screenshot

RECOMENDATION -Use strong encryption technigues or salted hash approach instead of
encoding

S ssuieAttacker can have full access
application 8ource code

RISK — Medium

Description-It was observed that the application source cada be accessed easily with the
hel p of several tool s. By this an attacker can
which contains resource files, different bundles, package information and preference
information.
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POC -

Mame i Date modified Type Size

| assels 0B8-058-2016 PM 12:...  File folder

L lib 08-08-2016 PM 12:...  File folder

J. onginal 0B-08-2016 PM12:.. Filefolder

\ res 08-08-2016 PM 12:... File folder

W smali 0B8-08-2016 PM 12:... Filefolder

L unknown 0E-08-2016 PM 12:... Filefolder

__| AndroidManifest.xml 08-08-2006 PM 12:... XML Document 4KB
__| apktoolyml 08-05-2016 PM 12:... YML File 10 KB

Steps to produce-

1. For soure code run command apktool d s®bile.apk
2. For java code run command d2jex2jardemobile.apk

RECOMENDATION -

Critical or sensitive information should not be disclosed in application source code rather the code should
be obfuscated properly.

Implement copy protection or activation scheme mechanism. Also implement code obfuscation
techniques.

References

http://www.techrepublic.com/blog/softwareengineer/protectyour-androidappswith-

obfuscation/

¥
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6. | s$uGption method Enabl ed
RISK —Medium

Description- The OPTIONS method provides a list of the methods that are supported by the
web server, it represents a request for information about the communication options available
on the request/response chain identified by the Requé#il.

POC -

Steps toproduce —

1. Run $nmap --script http--methods smart.demo.co.in
RECOMENDATION -

Di sabl e OPTI ON met hods from the server

Referencehttp://acunetix.com/vulnerabilities/web/optionsmethod-is-enabled
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7.1 s$Default server page found on
RISK - Low

Description- Every website is built inside directories on a Web server. And each Web page is a
separate file on that Webserver. But sometimes, when you go to a URL, there is no file listed in
the URL. But there is still a file that the Web sermeeds to serve in order for that URL to
display anything other than an error page. This file is the default page for that directory.

Proof Of Concept—

Steps To Poduce—

1. Visithttps://smart.demo.co.in/

RECOMENDATION -

Remove the default page froraerver

REFERENCES-
https://tools.cisco.com/security/center/viewAlert.x?alertld=38700
http://www-304.ibm.com/support/docview.wss?uid=swg24039898

http://www.securiteam.com/securitynews/5SMP331FHPW.html
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8. | siSeemmsitive Activity Exported
RISK —Medium

Description- If access to an exported Activity is not restricted; any application will be able to
launch the activity. This may allow a malicious application to gain access to sensitive
information, modify the internal state of the application, iick a user into interacting with the
victim application while believing they are still interacting with the malicious application. Here
the belowactivity shown in screenshas not restricted.

) Instadafe

S
Cloud. Secure. Instant.

Proof Of Concept-

Steps to produce-

1. Cmd:run app.activiy.info-a com.Denobile—u (Use Drozer)

RECOMENDATION -

set android:exported="false" for that activity
REFERENCES-
https://cwe.mitre.org/data/definitions/926.html

http://resources.infosecinstitute.com/android-hacking-security-part-1-exploiting-securing-
application-components/
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9. | ssiukpplicati on isplays web se
response
RISK —Low

Parameter—X-powered by

Description-HTTP responses from the web server reveal information about the type and version
of the web server, which can be used by an attacker. An attacker can exploit the publicly known
vulnerabilities of servlet version

Proof Of Concept-

HTTP/1.1 200 0K
Date- Mon o0 Mar “0O17 09-47:50 GHMT

~Powered-By: Servlet/3.0
T = eml", CP="CAQ DSP COR CURa ADMa DEVa OUR IND PHY ONL UNI COM NAV INT DEM PRE"

Expires: Thu, 01 Jan 1570 00:00:00 GMT
Cache-Control: no-cache, no-store, must-revalidate
Pragma: no-cache

Content-Length: 409

Conmnection: close

Content-Type: application/json; charsec=UTF-8
Content-Language: en-U3

{"customerName": "MOEILE TEST
AT "retwal" D "1lrBAUFUEsnI BUEVGEZE1EME xWr PrugfehU=sUzNgFe OBEJww b CadswIP 2125 +vilWess TIgqp lHe QolWe aJee SRGulhXag fYqGRE=gl E
SMisBuccessful"true, "status":true, "acedetails" c ["IZE3ZE3LE5;00252200000027 ;CAOODZT ;0. 00;MR"] , "accountstatus" true, "avs

Steps To Poduce—
1. Check server header in screenshot

RECOMENDATION -

Remove default banner wherever possible. Also update to current version.
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Some of our customers: Recognitions:

£ ; 19 Microsoft & J
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Did we get you interested?

M hello@instasafe.com © +91 8880220044 m www.instasafe.com
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